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(57) Abstract i /*/ 

PROBLEM TO BE SOLVED: To provide a program 
management system capable- of preventing the intrusion 
of any illegal program into a portable terminal. 

SOLUTION: When the certification and registration 
request of a program is issued from a program developer, 
a gateway device 2 transfers an inspection program for 
inspecting the validity of a program to the program 
developer. When informed from the program developer 
that the developed program has passed the inspection 
program the gateway device 2 accepts the registration of 
the developed program, registers the program, acquires a 
public key from a cryptographic key data base 4, adds 
this public key to the developed program and registers 
the program in a server device 3. When the acquisition 
request of the program is issued from a portable 
terminal 1, the gateway device 2 accesses the server 
device 3, and acquires the program to which the public 
key has been added, and transfers the public key to the 
cryptographic key data base 4 in order to perform key 
authentication with a private key, and downloads only 
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1 

x, 

y'a ^7 J±m¥Z%fr%Mizy~^mmicm%?2>tcisb<D 

[stsw 2 ] mfiBy- f ^ * a mm*. 

Wl IB&§^ BffiiJ-r * c om^y p 

y ^ AtcttJfl] U , WE*- ^SB«:l£3i 0 r fiA U , 

H9iara*^a Afc«^ ofes»s^B?ia^o y^> 

£. i^*-/^^c^$n/t^*n^^A^:mjia^ v b 20 
y p ^7 ABB»acc <fc 0 ftfc&H*y o y^ a«:# 

mmv'->mm^<Dmm&. tuiayp y^ AHftttctt 

VXf A, 

L fcfljf B&PJISi * fTEBBft ci y ^ A cc ttfiQ b r Stj 
3(Of5jn^— mttCMw&CDy'VP? AflyXfA, 40 

[if ^5 ] fi?Ey- h^wssbw:* 

fa^raa^i^urffifgB^-^igiacce^sci*^ 
^i-rais*!! i 3(DWtifr-m<<cmm<Dy'a y^ 

AflvXrA. 

E^sarH^tbr mi§a*--^*«Ktcs»'r-5 c £ £ 
^i-rait^igi ^63cof5in^-JSccia«c(D^P^ 

3A^IIi>Xf^A 0 50 
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[i»«3S7 ] sway- b^^-asmi*. 

^•P^AWIL, 

#atrais*«4iatt<D^n^-7Afflffi->x^A D 
mfty'vtfyA*tymL. 

ffifty r u?^2*tcw*ffium®^ic#v>v- KT£ 
c i &&wl t -rztmm 5 e«© ^D^Ati^xf 

A e 

c swan 9 ] mfiay- bv^Ammz. 

Sa^^7'D ^7 A(?)Ij#S»^,^. i, BUE*- 

m&y'vtfy^*m&is> 

Ett b /ctMgatc cfc o b«# u fcw»y p y ^ A^m^b 
ux. m&m&miK#o>*~\ : ?zc£*ftWLtT 

2>*mm 6 IBtSO^n y<5 Afly^ rA B 

fgy D y^ A^iE^^ 4>cD"C^ ^ C 4*5%TfflR5EK3 - 

SulB h * -f KB«. mflBIS^II 3 - F ^WJJD 5 n 
/c7'n y ^ a^bi^s^cc y* > p- FtSC i Zffllk 

i i ] guiay- h ^ x a mm*. 

^^ay^A^iE^Ajr^or'^aci^-riS^ 

<b ^ ^ £ *T a 1S*^ 8i/di9 IBigCD ^P^Afl 
y^rA 0 

[ff*3Sl 2] ^y h«7-^±CCiBB3tl/c*-M'Sg 
Si. K-S-^^KBWiSeMkStifc^ay^AiWrE* 

5E«c>e3i-r*y- h ^x-YKBi;*wra^^Atc*j 
i^7'a y 5 a gii^ffir * o r , 

y p y ^ a mztrnfr h m ib* - ^ >*igB icasr a /c&o 

mk^ y p y ^ a tc ^ tg u ^cra ^p^a ©ss ^ s 

WWW. HulB*-^«BCCmrlBBa«yp y-7 A^r^T 
£&W&L£~?Z>y'vtfy A ^II^So 

i 3 ] Auiay- h ^ x 

ffTEBB* y P y ^ A ^rll^iJT €> ^li#-^^r C ©M&y P 
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wmv- h 0 x -f SSBocteor, io 
:/p ^ AR|i#(c J: 0 HJ«3ftfc(B»:/P ^ Att>tf 

saa»»#*ffl*o-r a c <t iutita^o ^ a@jm 

mrisBf-^iix-^^-xwifei^r, Buiey- 20 
aa> 6 <ds*cc <t 0 Bu ta^pagi <h awsios* l . 

K&W«*liWe*'- h ^x -fstaecigasu 

frie^r- h »^x -rssaccte^r, mz^m^-z^- 

Efiwa*«WL/r«rfeif-M»B(c^-r€>c tzn 30 
y^Atim 

§E^raa-cHg#{bor mria^-^'ssatcas-rs c <t * 

«F«i^--5»*3Hl 2*>6 1 4<D<5Jtirt>— 31CciaiS(D^ 
^7'P^7 A£Etf#U 

t b«k£& <t ©«gggE*sis6 3 -t* . esec^ig u fcnas 
«a<tr&s»3RJii sgBiscD^D^Agai^js. 

[tMSS 1 9 ] buIB^- h^x J*£mcte^X. 

^KBtc 7 # -fe x l r 8»EfiBB»riB-^k <* titcV&Bxo 
BU^o^AtlKSU, 

gfi1SO/c«ffigli©fflggSE^:j|ifiUr. BBEK^ttOfc 50 
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Bg^^uy^A/cW^H5IB^^tc^>P- KTS 

^»a«c 7 £ -fe x LXmittfflM~em-^it2 titctm<D 
IBlft 0fc«ffi«lc<J; 0 8tf# UcPa^^D y ^ A^m^b 
5»3jc«l 7IBtS<0^P^^ASii^ffi o 

[tmm2 1 ] HuiBBg^a^-^-<-xcc*5i»r. 
gutsy- hv*jmmfr%mntt&im&$:vm2>t. m 

fg^o y ^ A*sjE^* 4><E>t?&£ c £ £^T125£liErj - 

Suiay- f ^x -ma«:*$t>T, HtriB^SaE^- K#*t 
«r»«ir*Bi«3ii 8sa»D^py7Atim 

[1I^M2 2 ] BufB^- b ^ x -YSSBtt. 
S?IB«fflBSttc i: ^^ISIBc^ L/c^^v"P ^ A^ 

CM3J8H2 3] h«7-^±CCEa$ti^1f-^S6 
a<h, Rlf-^^KBtcS®Snyt^P^A«rH«gB*^ 

^cci^-r ^> h 0 ^ ^ ^a 1 4 tt^->xf a^c a 

SufB^- h ^ x ^^acc^dC^r % 
^a^7AH«S^^fl«gB^-^^a^afit-S^26© 
§fScDtfe56^u ^7A Cc^tSb fc gOSfeJ^SCt i , 
iStfeS ^P^AtcMl/c^^D^A oaii^:^: 

w . sriBif - ^KBtc bu ssea* ^ A^a^ 3 
cii^2 4] BufBy- h^x -rsgaccfei^r. 

BUIBB8#6^py^A€:aafl*rsa»*^C©H*^P 

fiu f B^fg 7' D ^ =7 A CC flft] L /caS^r-^f ^ Hfff B 7P^7 

<b-r^>ll^ii2 3sB*8<D«fflea^ p P^'7A Q 
[l§*^2 5] ^ 7 h9-^±tciBB3tifc1f-^ 

fflS^tWfiyp^ArAot, 

Hufa^- h ^ x ^i^accfei^r , 

^7 Ana^scc j: 0 n/tra»^p A^c>rt 
aas-^iWttibrwgaif-^^accaa^^ 
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tEai§## £31*0 5 -tf & 7* d y ^ A fcUff r £ C £ 4 # 
[ »3jtB 2 6 ] Hugs**- h^x-f SEB^ 6 ©S^Cc <fc 

8JIBie^i^-£^-*te;tet>T, ore**- h^-rtt 
K&BMSrlBffiy- h->*4SSBK:*gj£<*t!\ BtflEy— io 

gffi:/P^A 0 

IE^i§SI4«Jjnur85IE1f -~''<SBtt:fif!fc<*1*&:/P 9 
9A*»f'rSC<!:*»» < t-r*g»*«2 3^6 2 5© 
f5jn^— JlCCgElRflOltSKffi^P ^ A. 20 
[fi*S2 8 ] BUSE-Sr- h h; x ^gi(cfcc^ 4 

iE&H«r »§-*Hb u x bus au*- ^b«:s» $ £ :/ p 
^A^ntfr^ci*«F8S[<!:-rsai*3S2 3^62 5 
(owtifr— m^mcomnmm^a ^ a. 
m^m2 9] HtriEy- h^x-YSSBKfcivc, 

0 /cfigaa £tu 1 EHg-^gt r - * ^ - x 1 sas o x m 30 
gE«ffi8i<t<Dai2iE**i63#, wmc^teistcm&y 

P^7A/cW^fulESw^&C^^>P- K<*tf£:7*P 

^ 7 a ^ ^tf *r *c££«M»«fc*rs nmm 2 3 i sis<Dti 
$eea^py^A e 

[it*® 3 0] huIE^- h^WSIBfcfcivc. 

lEtSO/c«ffigt<!:<DaaiSE«:SliSbr % ggaECC^t#b/c 
^m^py^A/c^4iulE«^S^c^^>n - K2-£ 40 

4 ^ a ^ 7 a «rnff -r s c <fc *«f« <t r a mam 2 7 is 

iSOfgffiOT^'P^A. 

[»5R^3 1 ] mfiEy- h^*-<igB«:fcc^r. 
ssw«^6^p^^A<o8(f#s^*s<b. mw- 

ea^^p y^A^f#5-yr. 

E«L/c«ffi«ecj:i3K»L3ffcB8«yn^AS:a#fb 
It, H5IE«^ffi^tC^^>P- -tf&^P^AS: 
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[ 3 2 3 MsaHf^S^- CC*$l>r* 

ftotcmmrnxmrnnEzmmL. Mrassj-r*^ s 
p y ^ a ^ -r a c t * 1 1 £ m # m 2 9 nm<o 

WWffffi^P^A. 

IJiE^St^JcaStggffiCc^O/cHa^py^AtcJ* 
L/, ^K^n^^A^iE^jCctoriaci^Tn-rSiS 

iEn - k /jn mmtm^tc ¥ > D - k 3 h± a 

«3 18E«©1f«effl^P^A 0 
[0 0 0 1 ] 

m l xmrnzftte *> m^mmc ^>p-f«^d^ 

[0 00 2] 

[0 0 0 3 ] j»Wffl*^©««©y->>n- Ktt. Mffi 

[0 0 0 4] C0«^«*TJ:n^ , 7-^ 
[0 0 0 5 ] H9Cc^$n€>J:^«:. 8I»**T^6* 

^-fex^^>h^B-ra«> 

[0 0 0 6] C©y-h-)x^giGiI^Ti© 
jk^n/cWAP (Wireless Application Protocol ) <h 

{^ijx.^, HTTP (HyperText Transfer Protocol 
) . TCP (Transmission Control Protocol ) } ] 

[0 0 0 7 ] V x^glGd WA PCDiiff^P 



?±.<D~y-~j *mm: s z n tc$m& html j&sst> 

XSX&^tcm^t, C(OHTMLia(DXf?:WML 
(Wireless Markup Language) W^<O^M^C^\^ 

[0 00 8] 

[0 009]it i^J;otH ^>P-FU/c 

[ooio] c©j:^^affi^*ec3 3Qcc^«)cc, 

7 a i £#gt u xmn-rzmm&mm s nr 
[ooi i] c©i:^wMffli»rfc 4 mi£ 

X-rA (OS) X$>Z>m&. S*^7^A(D«ffi(CtST 

[0012] *mite±Mmm<icmfrxtj:2titc<b<D-e 

[0013] 

[0014] i«*3S2ieis©*?8« 4 m^ii l nm(D& 
mao^x. y-bOajstma. mmy'Wy^zm 

mmc$zi£i,xm%u. m&y'o??^ <<c # m l tcm$ 
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[0 0 1 5 ] m4^3Sett4>»9H2> **h"7-*±«C 
^^XfA^ot, y— h^WSSHtt* 7'P^A 

10 [0 0 16] mo&4Bm<D9tmK* 39*51^63© 

itf - '<saucBflfc-r sci ^r^gs: it^ e 

20 [0 0 1 7 ] if^5ie®(D|%HJti, it*Mi^e»3© 
[0018] «5jtB 6 i24S©|fe?8«, IS*^ 1^63© 

Wtifr—mic$ZM<DmJilctei,>x , f ^ * ^sss 

30 [0019] miminEMomnte. a&tm^WDft 
&§a§ij&«ttira £ titcm&y'a a £fKf# u , mm u tc 

[0 020] »3R3l8i2t8(DlfeWW. »*^5fat8©» 

40 Bg«r'HS^{t^n/cJK98<ora*^ny^A^axff la 

^•p^^A/ct^ffiSSSC^^yP- FtSCi* 

[0021] ii*3i9iat8(D^«, i»*^6fatg<D^ 

50 [0 0 2 2] 1 OfBiJcO^U:, li^3S7 gattO 
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CD"C*SC<h^*r^aEn- KttfftlL-cy- h^x 

[0 02 3 ] »3jc^ 1 1 S2*6©«98«. IS*^8 £?cte: 
9iEi8©S9JCcfci>T. y- h^x-fiSBtt. iHHKc 

[0 02 4 ] ff*^ 1 2ia*8<D«?8W % * * 
CcffiBSftitetJ---/<SS8<fc. »*-^8g«c^$n/c 

-h^x^lic^t, :/ny^AH#£&j&>e>iJ---^ 
AT £ fcafrcoafS©!* £ :/n y ^ a ic^fe b /c 
^Oilfti£§W£<i:, ^5£:/ny^AK^&ofcBBIfc 
:7*ny^A<Daii£;§:tttttt, lf^<S6gCciB»^o^ 

[0 02 5 ] W*3S 1 3§2t8©«9Jtt, Ifl^ 1 2iem 
©*Wcte<,»T, y-h**>f£BB«\ BKfe^ay^A 
*aBM-rs«»»**c<OB!»^ny^A«:{^lOL. * 

~'*£gscctK£OTa»u si*^p^Aic«jnu/c 
aii#^£ ?*p y ^ a«»*k: »fcrr £ c i *(*tit 

[0026] nam i 4iet8o»i8«. * * h -7-^± 

T^vx-f-ACcfew^^n^ASa^fifc-rab^r. y 
SftfcHR^ay^ACcfctU an»#*«J!inLrif- 

[0027] n^i i 5 m&<D§m&. nmm 12^6 
1 4 <Dfpjn^— istcfBtg<D^ocfcc^r, y- h ^ * ^ 

tt«a4«B-r s<b*cc»4»B(i*y- h ^ x state 

y- h -fSSatc*5Cir. ffa-^r-^- 
[0 02 8 ] 1 6 fEiS<E>£§Hjjfcj:, fflsRs 12^6 

i 4 0fiin**— ii«:iet8©^cc*ji»r, y- f a 
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y^ A(c&BBfll«rfttt] If- 'tXBtcen-r & C t £ 

[0029] mnoa 1 itm<ommt, m^m 12^6 
1 4 (Drafts— ^ciEt8o^tc*5tir , y- h x >r 

y a & ftmmv vgm t o x y - ^atc ae-r £ c <t 

[0030] wmm 1 8iatgcD^0^ti. »#jsi stats 
<o$micte^x. y- h^x^sgacc^c^r, 
10 ^e^D^AORSfi^^si, if-^^atcry 
•fexur, ^psa^flftisti/cra^Dy^A^axs 

^A^w*8BW«5RCcy-5>n- FtSCiiUiif 

[0031] it^ig 1 giatRosswtt. m^m 1 6iem 
a>*wtc*jtir. y-h^x^sgatefcor. mfflmJfc 

■fe x l x Qtffimx 1 2 titcmsxofflft 7*d^a^ 
20 ffi&uftwmmtcDmmE&mxbLx. mmc 

[0 0 3 2 ] W*^2 OiaigO^H^^. IS*^ 1 7iS4£ 
^e^^^A^flgm^d:, V-^mCT^ 

Kf#i/. latftbfeffiffiaeccfcOKtfbfcBas^ciy^A 

30 [00 3 3] 2 1 fB*E0)»W». S9*S l 8 ia«c 

o^tcfci^r, p^ii^-^^-x^fce^r, y-h 

HfSfE^r^ifeb, SSiECC^r^i. aft^P^A* 

iE^ * 4> <dt* a c cb ^-ris^iE a - f *«ap u r y 
-h^x^BKM^u y-h^x^^a«, e^iE 

3- F^«J»S*ife^Dy7A«raW4S5R«:y'5>a- 

[0034] i§5}<^2 2gE»Da?att. w** 1 9 *fc 
ti2 oiaK©»?B«:*5tir % y- h^x^^B^4oa^ 
40 x. w&mt£j:zmmwEitCf8#)Ltcmmy'v y^Atc*t 

0, ^»^ny^A*«iE^3tct<DT**SCi«:^TI21ffi 

lp- F*«flnur«^S5R«:y^>D- Fr&cit 

co 0 3 5 ] m^m2 3im<D&w&. *vbv->?± 

7'u^7 a^:^ h v-zzfrLxmmu. rnmmmM 
m&ftLxffimmKicim-rzy- ho^^mmtzm 
? *> is x t- a cc m m $ n ^ « $s « a ^* p y 7 a -c * -> 
r, y- h^x>r^acc*5i^r, ^p^A^g^e 

50 lf-^'^B«:aiiT^>/c^c7)^(D^S^P y.7 acc^ 
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fcKJ#S:/a y^ A<DSflfc««ttttt:r. Uw?sgB«:HI« 
[0 03 6 ] IS*312 4IEiE<D#fc9itt. 18^2 3fSi£ 

y ^ a £ swij-r *e»#-^ ^coeaa^oy^Ajc ttfln 

tttin u tcmm^z a gai^g 6cii*o $ # £ ^ n 
y^A*inf-rsci*«tt<!:-rs. io 

[0 0 3 7 ] 5tBlS(D»ia». **h»7-*± 

fis^-urflp^s^tcies-r^y- by ^jsmtzm 

^S->x-rACciSffl3ti-&fll«gffl^py-7A'C«>-o 

y- h^-r^Bfcteot, ^ny^Ara«#ccj: 

V=y AM?&t Cc9tt»#*a*D ?^7'p^A ^H?f 

[0 03 8] §93312 6IBtfi©*?8«. !S#3g2 3^6 
2 5 CDWn^— ^CiEtS^^WCCte^T . y— h^jt-f 

»B«*ff«r Si*CcB[4»8at*y- h S W«B«: 

xtcfc^r. y- b 0 *«(mw&t><Dm>£?rc£*)£;mM 

y- wiigfcfcivc, Bg-^ii^-^^ 

[0 03 9 ] »*3S2 7gBtS©*Wtt. IS30I2 3^6 

2 5 cofsjn^— ^ciBiScD^ccfei^r . y- h ^ * -r 
y^ACcfiHSIi^Jnur^-^'CiSaccaiisiis^n 

[0040] 8fB48<E>ffe9Jtt. IS*II2 3^6 

2 5©f5jti^— 3iccfaiS(0*wcc:*5^r. y- h a 
y ^ a * &P3gir b§ m tLx-v-j ««cg» $ # -5 ^ 40 
[ 0 0 4 i ] m^m2 sumo^m** tmmz enm 

7A/cW^rtgwffi^tcy^>n- ^t^^'py^ 
[0 04 2] OiBtSOIfeW*. IS*J12 7IBi8 50 
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<d»»k:*ji>t\ y- h^x-rssaecfc^r. «^S5K 
^e^P^^AWiim^i, uw^bcct^ 

^XLr^BBSt"CBf-^ffc3n/c«:S8©BB»^Dy^A«: 
Btf#<*tt fc IB« L/cffiffiil<E:(DitBaE*||JfiLr, MM 

cc^ts l ?*a y ^ a /cw *««ag^c y ^ > u - 
f $ -i± £ ^ ci y 7 a m f r 6 c t z %m t r z> . 
[0043] tt*^3 i %m<Dmmz. m&mz sum 

©»9!K:*ji>t\ y- h^W£IBK::tet>T, «^S^ 
•fe * o r £BB»TW#{ t $ nfc«M©BB« 7*py7A^ 

[0 044] IS5K3I3 2iEiB©§fei«tt. ff5jc^2 9fBi8 

©»^cc*jc^r. Bf^s^-^-xccfc^r* y- b 

mMmz^mis. BKccjas^ii, 

xE^ tj:b<D-c%> zct ZTjk-rwfem^ - k it y 

-F^*^«B«:iiai3-& % y- h^*-r«B(cfc^ 

y^>n- K^-a-^^py^A^ntfT^ci^^i 

[0 045 ] I»^<II3 3gatt<0*9§tt. Ii*313 0 ^/c 

«3 i5Btt©ftwc*jc^r % y- b^x-jmrnicte^ 

U ^»^ny^A^iE^&fe©r*>^Ci*7n*ri2^ 

y ^ a t jjff -r ^> c <t *r 

[0 04 6] 

^©^a^^Afl^fA, ^CD^'ny^AWIl^ 
ffi, RO'tt^WS^n y^ A*c«S^tt©0J8«:»ai«: 

mm-?2>o i i 8 ^#i-r$ t**i©^u ^7 a 

^pyvA(cl»-5jlS6fl5«8^7n3nrc^. 

[ o o 4 7 ] h i ccTnsnsj: ^ (<c&mmc{&z>mMm 

y^-rr> h^a<burcD^s*i 
-7- yr^iift b ^^tm»mm@m^<omm^a 

b^Jitoy'a b^^mk^Vs*}?- h^x^^i2 

F»7-^±tcs9:W6ti/c1f-^«B3<b. 
iiff^^^$n/cH^b^7 r -y^-X4<h^:W0 

tt^ fl y- bVx.'<giS2±*§^mr-2'<- 

[0 04 8] ^7^7>hgl(!:ir(D^^nt 
R£©^P^7 A^rrtJgL, -eO^'D ^7 A^HtfT'# 
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©s*»fcrr*aa**r-r*. 
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(57) Abstract 

Means for deciding whether to execute a mobile code 
depending on the functions of the mobile code. When a 
mobile-code receiving section at a user terminal receives data 
including a mobile code from a distributor server, a signature 
attached to the mobile code is checked. When the signature is 
successfully verified, a function confirmation section confirms the 
specification that describes the functions of the mobile code. If the 
function confirmation section decides to permit the execution of the 
mobile code, a mobile code execution means executes the mobile 
code. 
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SOURCE CODE 



r* api atoXMb "/ 

INITIALIZE API 
errjcode = InitAPIO: 

if{err_code !=0){ 
PrintErrMsgO: 
return (errjcode): 

) 

OPEN /ETC /PASSWD 
/* /etc/passwd */ 
FILE *fp = fopenfVetc/passwd". 

m ry. 

if (fp == NULL){ 
PrintErrMsgO; 
return (•!); 







EJE& READ 


/etc/passwd 

/etc/hosts 

/etc/services 




WRITE 


/etc/passwd 
/etc/bosts.equiv 




3Eff EXECUTE 


/bin/rm -rf /imp 

/sbin /shutdown -h now 
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